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On Certain Coding Approaches for Security
Evaluation and Design of Stream Ciphers

Miodrag J. Mihaljević1,2

Abstract—A number of generic issues relevant for security
evaluation and design of certain stream ciphers are pointed out
and discussed. The consideration includes: (i) one-step versus
iterative decoding based fast correlation attacks; (ii) decimation
based algebraic and fast correlation attacks; (iii) security evalua-
tion and design issues regarding certain quantum stream ciphers;
(iv) stream cipher designs based on joint employment of pseudo-
randomness, randomness and dedicated coding.
Keywords: stream ciphers, cryptanalysis, design guidelines, fast
correlation attacks, algebraic attacks, quantum stream ciphers,
randomized stream ciphers, homophonic coding.

I. INTRODUCTION

Stream ciphers play an important role in information secu-
rity and they are a well recognized topic within cryptology. A
stream cipher encrypts one individual character of a plaintext
message at a time, using an encryption transformation which
varies with time. Such a cipher is typically implemented by
the use of a pseudorandom number generator or a keystream
generator which expands a short secret key into a long
running key sequence. A keystream generator is equivalent to
a finite state machine that, based on a secret key, generates a
keystream for controlling an encryption transformation. Beside
the classical stream ciphers, recently, certain quantum stream
ciphers have been reported based on employment of a quantum
modulation controlled by a keystream generator. Design of
highly efficient and secure stream ciphers is still an important
challenge.

This paper addresses certain coding related issues for se-
curity evaluation and design of the both, the classical stream
ciphers and the quantum ones. The considered decoding ap-
proaches include one-step versus iterative decoding and deci-
mation based decoding. The considered encoding approaches
for enhancing security of stream ciphers include the ones
based on the wire-tap channel coding and homophonic coding.
The impacts of certain reported results and their implications
regarding design of stream ciphers are discussed.

II. ONE-STEP DECODING VERSUS ITERATIVE DECODING

FAST CORRELATION ATTACKS

A number of the published keystream generators are based
on binary linear feedback shift registers (LFSRs) assuming
that parts of the secret key are used to load the LFSRs initial
states (see [16], for example). The unpredictability request,
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which is one of the main cryptographic requests, implies that
the linearity inherent in LFSRs should not be “visible” in
the generator output. One general technique for destroying
the linearity is to use several LFSRs which run in parallel,
and to generate the keystream as a nonlinear function of the
outputs of the component LFSRs. Such keystream generators
are called nonlinear combination generators (see [16], for
example).
Fast Correlation Attack. A central weakness of a nonlinear
combination keystream generator has been demonstrated in
[37]. Assuming certain nonlinear functions it is shown in [37]
that it is possible to reconstruct independently initial states of
the LFSRs, i.e. parts of the secret key (and accordingly the
whole secret key as well) based on the correlation between
the keystream generator output and the output of each of
the LFSRs. The reported approach is based on exhaustive
search through all possible nonzero initial states of each LFSR.
A substantial improvement of the previous approach which
yields nonexponential complexity with the LFSR length has
been proposed in [15]. This approach is called fast correlation
attack (FCA), and its extensions and refinements, as well as its
analysis are presented in a number of papers including [20],
[22], [4], [21] and [11].

The basic ideas of all reported FCAs include the following
two main steps: (i) Transform the cryptographic problem into
a suitable decoding one; (ii) Apply (devise) an appropriate
decoding algorithm.

In the following, correlation means that the mod-2 sum of
the LFSR output and the generator output can be considered
as a realization of a binary random variable taking values 0
and 1 with probabilities 1−p and p, respectively, with p < 0.5
(or p �= 0.5). Consequently, the problem of the LFSR initial
state reconstruction based on the keystream generator output
sequence can be considered as the decoding problem of a
punctured simplex code (defined by the feedback connections
of the LFSR) after transmission over a binary symmetric chan-
nel (BSC) with crossover probability p uniquely determined by
the correlation. More precisely, the fast correlation attack on a
particular LFSR in a nonlinear combining generator given the
segment of the generator output can be considered as follows:
(i) The N -bit segment of the output sequence from the length-
L LSFR is a codeword of an (N,L) punctured simplex code;
(ii) The corresponding N -bit segment of the nonlinear combi-
nation generator output is the corresponding noisy codeword
obtained through a BSC with crossover probability p; (iii) The
problem of the LFSR initial state reconstruction, assuming its
characteristic polynomial is known, is the problem of decoding
the (n, k) punctured simplex code transmitted over a BSC with



crossover probability p.
FCAs based in One-Step Decoding. Powerful approaches
for FCAs realization based on one-step decoding have been
reported in [20]-[22] and further developed in a number of
references including [4]. These techniques are based on a
threshold decoding for reconstruction of all information bits
under a hypotheses of certain B bits in conjunction with
exhaustive search over all 2B possibilities. The analysis of
these algorithms include the results reported in [10] implying
the high efficiency assuming an enough long sample for
cryptanalysis.
FCAs based on Iterative Decoding. Certain approaches for
FCAs based on iterative decoding which have performance
invariant on the weight of the LFSR feedback polynomial have
been reported in [20] (IDA) and [21]. These methods employ
a number of moderate-weight parity checks available under
assumption of certain exhaustive search in conjunction with a
iterative decoding techniques. Four different iterative decoding
techniques have been considered in [21] and their performance
have been experimentally justified showing efficiency when
only the short samples are available for cryptanalysis. The
origins for the iterative based decoding FCAs reported in [19]
include [8], [9] and [18].
Implications on Security Evaluation and Design of Stream Ci-
phers. The considered one-step decoding based FCAs appear
as a powerful tool for security evaluation of certain stream
ciphers assuming that enough long sample for cryptanalysis
is available. The performance of these FCAs can be heavily
degraded if only a short sample is available for cryptanalysis.
In these scenarios, when only short samples are available,
the iterative decoding based FCA considered in this section
appears as a suitable alternative. Accordingly, the security
evaluation and the design guidelines should take into account
considering both the one-step and iterative decoding based
FCAs.

III. DECIMATION BASED ALGEBRAIC AND FAST

CORRELATION ATTACKS AND THE STREAM CIPHERS

DESIGN IMPLICATIONS

A. Preliminaries

Algebraic and correlation attacks are well recognized as the
general purpose tools for security evaluation and cryptanalysis
of these generators. A general paradigm of the algebraic and
correlation attacks is based on establishing and processing a
system of overdefined equations which are: (i) nonlinear and
(mainly) error free in the case of algebraic attacks; (ii) linear
and (very) noisy in the case of correlation attacks (assuming
that a noisy equation denotes an equation which is satisfied
with a certain, known, probability).

Recently, algebraic attacks have appeared as a powerful
tool for cryptanalysis and security evaluation of certain en-
cryption schemes and particularly stream ciphers including
the nonlinear filter based keystream generators. Some early
algebraic attacks on stream and related ciphers have been
reported in [23] and [24] stimulating development of the
powerful ones reported in [5] and [6]. An algebraic attack
can be roughly summarized as follows: (i) Describe the secret

key by a largely overdefined system of (low-degree) nonlinear
algebraic equations; (ii) If the number of equations exceeds the
number of terms, linearize the system; i.e. treat each term as
an independent variable and solve this (huge) system of linear
equations, or (iii) Try to solve the system by other appropriate
techniques (Grobner basis, ...).

On the other hand, according to the discussion in the
previous section, a correlation attack can be summarized as
follows: (i) Describe the secret key as a largely overdefined
system of noisy linear algebraic equations; (ii) Employ an
appropriate decoding oriented procedure for finding a solution.

The general powerful algebraic attacks that have been
recently reported are based on the construction of an overde-
fined system of nonlinear equations employing only certain
characteristics of the nonlinear function. Accordingly, the
performance of these attacks strongly depends on the nonlinear
part, and if this part does not have certain characteristics
appropriate for cryptanalysis, the attacks could become very
complex or even not feasible. A goal of this section is to
address the following issue: Find a way to include into the
algebraic attack certain characteristics of the linear part as
well (beside the vulnerability via the nonlinear part) in order
to obtain more powerful attacks against certain nonlinear
functions (which could be heavily resistant against the reported
algebraic attacks).

The paradigm of contemporary fast correlation attacks could
be considered as consisting of the following main steps: (i)
assuming that certain secret key bits are known, specification
of an overdefined system of noisy linear equations; (ii) solving
the specified system as a decoding problem via hypothesis test-
ing and evaluation of parity checks. The noise involved in the
system of equations is a consequence of the linearization of a
nonlinear system of equations which describes the considered
stream cipher. As a result, this noise is not an usual random
one and could be an objective for adjustment attempts.

In the next subsection, the framework of decimation based
algebraic and fast correlation attacks is considered assuming
a nonlinear combination or filter generators (see [16], for
example) which involve a binary linear finite state machine
(LFSM) and a Boolean function, and accordingly note the
following.

An LFSM can be described as Xt = AXt−1, where A
is the state transition matrix (over GF(2)) of the considered
LFSM. Let X0 be the column (L×1) matrix [XL−1, ...,X0]T

representing the initial contents or initial state of the LFSM,
and let Xt = [X(t)

L−1, ...,X
(t)
0 ]T , be the L-dimensional

column vector over GF(2) representing the LFSM state after t
clocks, where XT denotes the transpose of the L-dimensional
vector X. We define

Xt = AXt−1 = AtX0, At =

⎡
⎢⎣

A(t)
1

·
A(t)

L

⎤
⎥⎦ , t = 1, 2, . . . ,

(1)
where At is the t-th power over GF(2) of the L × L state
transition binary matrix A, and each A(t)

i , i = 1, 2, ..., L,
represents a 1 × L matrix (a row-vector).

An m-variable Boolean function f(x1, x2, ..., xm) can be



considered as a multivariate polynomial over GF(2). This
polynomial can be expressed as a sum of products of all
distinct r-th order products (0 ≤ r ≤ m) of the variables
as follows:

f(x1, x2, ..., xm) =
⊕

u∈GF (2m)

λu

m∏
i=1

xui
i ,

λu ∈ GF (2) , u = (u1, u2, ..., um) ,

and alternatively,

f(x1, x2, ..., xm) = a0 ⊕1≤i≤m aixi ⊕1≤i<j≤m aijxixj ⊕ ...

⊕a12...mx1x2...xm , (2)

where the coefficients a0, ai, aij , ..., a12...m ∈ GF(2). This
representation of f(·) is called the algebraic normal form
(ANF) of f . The algebraic degree of f , denoted by deg(f)
or simply d, is the maximal value of the Hamming weight of
u such that λu �= 0, or the number of variables in the highest
order term with nonzero coefficient.

Note that the ANF of f(·) directly specifies one multivariate
equation between the function arguments and its output which
has the nonlinearity order equal to the algebraic degree of
f(·), but in many cases additional multivariate equations with
a lower nonlinearity order can be specified as well. When
a linear combining of the equations is allowed, the linear
combination can be with a lower degree than the component
equations, assuming that enough equations are available for
the combining (see [6], for example).

B. Framework of the Decimated Sample Based Cryptanalysis

Following [25], [26] and [27], the decimated sample ap-
proach for cryptanalysis is based on the following framework.

• Pre-Processing: Assuming that a certain subset of the
secret bits is known, decimate the sample so that at the
selected points the nonlinear function degenerates into a
more suitable one for the cryptanalysis.

• Processing: Perform the main steps of cryptanalysis tak-
ing into account only the sample elements selected in the
pre-processing phase.

Accordingly, the nonlinear function f(·) is considered as:

f(x1, x2, ..., xm) = xj ⊕ g(x1, x2, ..., xm) ,

j ∈ {1, 2, ...,m} . (3)

Obviously, the function g(x1, x2, ..., xm) does not contain
the linear term xj and it has the same algebraic degree as f(·).

One of the main objectives of the pre-processing phase is
to identify an appropriate sample decimation so that one of
the following two goals is achieved:
(a) at the decimated points, g(·) is equal to zero or it has the
algebraic degree d∗ << d;
(b) at the decimated points, g(·) reduces to a nonlinear function
g∗(·) which can be approximated by noise that corresponds to
p∗, which is much smaller than the noise defining p determined
by a direct approximation of f(·) with xj .

The required decimation is based on the consideration of
the state-transition matrix powers in order to find powers t

for which at certain indices i, in each vector A(t)
i , the all

zero pattern appears at pre-specified positions. Accordingly,
we introduce the following definition.
Definition 1. The sets T and I are sets of the values t and
i, respectively, determined by the vectors A(t)

i with the last
L − B elements equal to zero. The cardinalities of T and I
are |T | and |I|, respectively.

Note that the set I is a subset of the indices {i(j)}m
j=1 from

(3).
Regarding the above proposed basic framework we have the

following.
• The implementation of the framework includes a prepro-

cessing phase which is independent of a particular sample
(i.e. it should be done only once), and a processing phase
which recovers the secret key based on the given sample.

• Assuming a nonlinear function suitable for the proposed
attack, the gain in the processing phase is a consequence
of the following:

– a highly reduced nonlinearity of the related system
of equations in the case of algebraic attacks;

– a highly reduced correlation noise in the case of fast
correlation attacks.

Finally note that the decimation based techniques reported in
[12] and [13] employ a different approach.

C. Design Guidelines Implied by the Decimation Based At-
tacks

The decimation based algebraic and fast correlation attacks
pointed out in the previous section imply the following novel
requirements regarding design of algebraic and correlation
immune Boolean functions:
• Algebraic immunity consideration of a Boolean function
should include consideration of the immunity of its variants
where the subsets of arguments are preset;
• Correlation immunity consideration of a Boolean function
should include consideration of the immunity of its variants
where the subsets of arguments are preset.
Also, the overall design should include resistance against the
decimation based algebraic and fast correlation attacks.

IV. ON SECURITY EVALUATION AND DESIGN OF CERTAIN

QUANTUM STREAM CIPHERS

Roughly speaking, a quantum stream cipher is an encryption
scheme which protects the data jointly employing crypto-
graphic and physical noise: It combines quantum modulation
and stream cipher concepts yielding a randomized stream
cipher. Y-00 is a particular quantum stream cipher (see [33]
and [34], for example).

This section points out to: (i) some reported security
concerns regarding Y-00 and some of its instantiations; (ii)
some novel techniques to explore particular vulnerabilities;
and (iii) an approach for design novel security improved class
of quantum stream ciphers.

Y-00 protocol employs certain results of the quantum de-
tection theory to provide a randomized stream cipher. In Y-
00, a pseudo-random number generator (PRNG) with a shared



key is used to make a difference in the performances of
the quantum signal detection. The legitimate communicating
parties, a sender and a receiver, Alice and Bob, respectively,
share a secret key and the key is expanded into a long
keystream sequence or “running key” via a PRNG. Assuming
that BPS and MPS mean a binary pure state and M -ary
pure state, respectively, according to the quantum detection
theory, we have the following property of the average error
probability: Pe(BPS) < Pe(MPS). It means that if the
attacker Eve does not know the key, she has to detect M -
ary quantum states, while Bob’s detection procedure which
employs the key is the binary.

A. Cryptanalysis of Certain Instantiations of Y-00 Employing
a Dedicated Decimation Based FCA

This section proposes a dedicated FCA approach against
the instantiation of Y-00 considered in [7] and certain similar
ones when longer LFSRs are employed and with an arbitrary
number of the taps. We assume the same heterodyne measure-
ment scenario as considered in [7]. The approach proposed in
this section employs decimation of the sample obtained after
the heterodyne measurement and the matrix representation
of an LFSR for specification of Y-00 dedicated FCA. The
developed dedicated FCA implies additional design guidelines
for employment of the LFSRs in certain Y-00 instantiations.

1) Framework for the Cryptanalysis: The heterodyne mea-
surement (see [7], for example) is the key step for security
evaluation of Y-00 because this measurement results in a map-
ping of Y-00 security into a cryptographic decoding problem.
Via the heterodyne measurement, it is possible to obtain a
noisy version of the output sequence from LFSR so that the
security of Y-00 reduces to recovering the initial state of LFSR
based on its noisy output sequence.

The origin for mounting a dedicated and more powerful
FCA against Y-00 is the nonuniform degradation of the
observable LFSR output bits which has also been reported
in [7].

Let {[ukt+j ]t−1
j=0}k be a sequence of concatenated t-length

segments of the LFSR output bits. After the heterodyne
measurements and the inverse mapping, we obtain a noisy
version {[zkt+j ]t−1

j=0}k of {[ukt+j ]t−1
j=0}k defined as

zkt+j = ukt+j ⊕ ekt+j , (4)

where ekt+j is a realization of a random binary variable Ekt+j

such that Pr(Ekt+j = 1) = pj , and ⊕ denotes mod 2 addition.
Mounting a dedicated FCA which operates over the sub-

sequence corresponding to low-noise corrupted LFSR output
bits requires the following:

• specification of each of the subsequence bits as a function
of LFSR initial state;

• specification of suitable parity-check equations which
provide recovering of the LFSR initial state, i.e. the secret
key.

This section shows the solution for the above addressed
problems employing matrix representation of an LFSR output
sequence and the related parity-checks construction.

According to (1), the powers of the matrix A determine
algebraic replica of the LFSR initial state bits, i.e., linear
equations over GF(2) satisfied by the bits of the codewords
from the dual code, as un = A(n)

1 U0, where U0 = [u(0)
� ]L�=1

is an L dimensional binary vector representing the initial LFSR
state and A(n)

1 denotes the first row of the n-th power of the
matrix A. We call each equation of the form (1) as a basic
parity-check, and accordingly we define a noisy basic parity-
check by the following:

zn = A(n)
1 U0 ⊕ en , (5)

where en is a realization of a binary random variable En such
that Pr(En = 1) = p. We employ the parity-check equations
constructed according to the following definition.
Definition 2. The set Ω� of parity-check equations associated
with the ith bit of LFSR initial state, � = 1, 2, .., L, is com-
posed of all parity-check equations obtained as the mod2 sum
of w distinct basic noisy parity-check equations as follows,

(
w⊕

i=1

bizni
) ⊕ (

w⊕
i=1

biA
(ni)
1 U0) ⊕ (

⊕
bieni

= 0 ,

ni = kit + j, j = 0, 1, (6)

where, for given integer N , the integers ki, i = 1, 2, ..., w,
have arbitrary values such that ki < ki+1 < N , i =
1, 2, ..., w − 1, and {bi}w

i=1 are arbitrary binary coefficients,
providing that the vector sum

⊕w
i=1 biA

(ni)
1 has value one at

the �-th coordinate, and value zero in the all other coordinates.
Collecting the parity-checks as specified by Definition 2

implies that for each unknown LFSR initial state bit u
(0)
i we

obtain |Ωi| its noisy replicas of the following form:

u
(0)
� ⊕ (

w⊕
i=1

biekit+j) = (
w⊕

i=1

bizkit+j) (7)

Accordingly, as it has been shown in [22] and [10] for
example, based on the observed values {(

⊕w
i=1 bizkit+j)}, we

can estimate u
(0)
� assuming that {(

⊕w
i=1 bizkit+j)} are differ-

ent noisy version of u
(0)
� obtained via the binary symmetric

channels (b.s.c.) with the probability of error pw,j ,

pw,j =
1 − (1 − 2pj)w

2
, (8)

corresponding to the noise implied by
⊕w

i=1 biekit+j . Accord-
ing to [10], and assuming that p = max{p0, p1}, the reliable
estimation of u� requires that the number of employed parity
checks, i.e., the cardinality of Ω� fulfills the following:

|Ω�| >> (1 − 2p)−2w . (9)

2) Cryptanalysis: After the heterodyne measurement, the
sample for cryptanalysis is a noisy version of the LFSR
output sequence and bits of the sample are corrupted with
different noise levels. Note that the noise level at each sample
position is known. On the other hand, each bit of a LFSR
output sequence is a replica of the LFSR initial state. The
developed FCA employs an appropriate decimation of the
given sample which selects, for further processing, only the
replicas corrupted with low noise and these replicas along with



the initial state bits can be considered as a noisy codeword. It
is dedicated to efficient decoding of this codeword using the
parity checks specified according to the matrix representation
of an LFSR and the employed decimation. The developed
dedicated decimation based FCA algorithm consists of the pre-
processing and processing phases. The pre-processing phase
is independent of a particular sample for cryptanalysis and
should be performed only once. The processing phase, for the
given sample and employing the pre-processing phase output,
performs recovering of the LFSR initial state.

The main differences between an ordinary FCA and the
developed dedicated one appear as the consequences of the
following characteristics of the dedicated one: (i) it is mounted
over a decimated sample which is corrupted with a low noise;
(ii) it is based on a dedicated specification of the parity checks
which takes into account that only certain elements of the
sample are employed. In comparison with an ordinary FCA
which is not mounted over the decimated sample (i.e. which
operates over the entire sample), the developed dedicated FCA
provides a potential for a heavy reduction of the decoding
complexity as well as the required sample because it performs
decoding of a shorter codeword corrupted with a lower noise.

Complexity of the pre-processing phase is determined by
the search for the parity-checks related to each of the LFSR
initial state bits. Complexity of the processing phase is de-
termined by the decoding complexity of recovering the LFSR
initial state based on the sample obtained after heterodyne
measurement. The developed dedicated FCA can be employed
for cryptanalysis of a number Y-00 variants. These variants
can differ regarding the length of the employed LFSR and
the parameter M value. Table 1 lists illustrative examples of
particular instantiations of Y-00, length of the sample required
for cryptanalysis time complexity of pre-processing and time
complexity of recovering the LFSR initial state.

B. Guidelines for Design of Security Improved Quantum
Stream Ciphers

In a general setting, security of Y-00 has been challenged in
a number of papers including [35] and [36] where it is shown
that security of Y-00 is upper-bounded by the complexity of
recovering via an exhaustive search the secret key associated
to the employed pseudorandom number generator.

The results reported in [28] point out that the paradigm of
Y-00 does not imply achievement of the above upper bound on
the security because it does not combine the cryptographic and
quantum features in an optimal manner. In [28] the security
of Y-00 against known-plaintext attacks is addressed and the
following is reported: (i) applicability of the wire-tap channel
[39] paradigm as a background for consideration of Y-00
security; (ii) proposal of a generic framework for developing
novel quantum stream ciphers which provides the security
determined by the dimension of the key dimension employ-
ing certain encoding dedicated to the unavoidable quantum
noise which an attacker must face. A framework is proposed
in [28] for developing novel quantum stream ciphers by a
sophisticated employment of the unavoidable quantum noise
at the attacker’s side. The proposal is based on a design of

mapping the PRNG output into the bases which includes a
dedicated encoding so that due to this coding and the quantum
noise at the attacker side, an attacker employing the heterodyne
measurement can not learn about the PRNG output. Prevention
from learning the PRNG outputs implies that an attacker
can not mount any attack more efficient than the exhaustive
key search one, and consequently the quantum stream cipher
preserves the security determined by the employed secret key
dimension. The proposal originates from the results reported
regarding the wire-tap channel coding. In the proposed ap-
proach, the coding schemes should be such that the encoding
complexity is low and that it provides entire confusion at the
attacker’s side after the heterodyne measurement.

The results very recently reported in [38] show that the
wire-tap channel based coding schemes which provide desired
level of confusion at the attacker’s side can be designed for the
quantum key distribution (QKD) systems. QKD systems and
similar protocols use classical error-correcting codes for both
error correction (for the honest parties to correct errors) and
privacy amplification (to make an eavesdropper fully ignorant).
From a coding perspective, a good model that corresponds
to such a setting is the wire tap channel. Particularly, in
[38], the wire-tap channels modelled as binary erasure channel
and binary symmetric channel have been considered and
specific practical codes have been proposed. These coding
schemes developed for QKD yield a background for design
of appropriate coding schemes for quantum stream ciphers
following the framework proposed in [28].

V. A CLASS OF STREAM CIPHERS BASED ON

HOMOPHONIC CODING

This section illustrates an approach for design of random-
ized stream ciphers based on joint employment of pseudo-
randomness, randomness and dedicated coding reported in
[30], [31] and [32].

The design pointed out in this section originates from a
consideration of the possibilities for some novel approaches for
inclusion of pure randomness into a stream cipher framework.
The main goal of the pure randomness employment is to
enhance the security and provide a potential for its increasing
up to the maximum possible, i.e. to make it as high as it can be
for the given secret key dimension. Also, the involvement of
the randomness is considered in a manner that provides a low-
complexity implementation as well as a low communications
overhead.

We assume the following notations:
- a = [ai]�i=1: �-dimensional binary vector of message or
plaintext data;
- u = [ui]m−�

i=1 : (m− �)-dimensional binary vector of random
data such that Pr(Ui = 1) = Pr(Ui = 0) = 1/2;
- v = [vi]ni=1: n-dimensional binary vector of random data
such that Pr(Vi = 1) = p and Pr(Vi = 0) = 1 − p;
- x = [xi]ni=1: n-dimensional binary vector of the keystream
generator output bits;
- CH(·) and C−1

H (·): operators of the homophonic / wire-tap
channel encoding and decoding, respectively;
- CECC(·) and C−1

ECC(·): operator of the error-correction



TABLE I
ILLUSTRATIVE EXAMPLES OF Y-00 CRYPTANALYSIS EMPLOYING THE PROPOSED BASIC ALGORITHM (THE PROBABILITY OF SUCCESS CLOSE TO 1.)

LFSR length the parameter M required sample time complexity time complexity
(Nlog2M ) of pre-processing of processing

32 211 = 2048 550 ∼ 216 28

64 211 = 2048 1650 ∼ 232 216

128 211 = 2048 2750 ∼ 264 221

encoding and decoding, respectively.

This paper proposes the stream cipher displayed in Fig. 1
where the encryption and decryption operations are specified
by the following.

• Encryption

1) Employing u perform the homophonic (wire-
tap channel) encoding of the a and the error-
correction encoding of the resulting vector as fol-
lows: CECC(CH(a||u)) where || denotes the con-
catenation.

2) Generate the ciphertext in form of an n-dimensional
binary vector z as follows:

z = CECC(CH(a||u)) ⊕ x ⊕ v . (10)

• Decryption

a = tcat�(C−1
H (C−1

ECC(z ⊕ x))) , (11)

where tcat�(·) denotes truncation of the argument vector
to the first � bits and the assumption is that the employed
code which corresponds to CECC(·) (and C−1

ECC(·),
as well) can correct the errors introduced by a binary
symmetric channel (b.s.c.) with the crossover probability
p.

Homophonic
Encoding

Elementary Keystream
Generator

plaintext

secret key

plaintext

secret key

Encryption

Decryption

Source of Randomness

Elementary Keystream
Generator

{ai}
{xi}

{ui}

{zi}

{vi}

{ai}

{xi}

Error-Correction
Encoding + +

Homophonic
Decoding

Error-Correction
Decoding +

ciphertext

ciphertext

{zi}

Fig. 1. A stream cipher which involves randomness and dedicated coding.

The stream cipher design is such that its security can be
related to the hardness of the following problem. Let k be
a security parameter. If s,d1, ...,dq are binary vectors of
length k, let yi =< s · di > denote the inner product of

s and di (modulo 2). Given the pairs (d1, y1), (d2, y2), ...,
(dq, yq), for randomly-chosen {di}q

i=1 and q = O(k), it
is possible to efficiently determine s using standard linear-
algebraic techniques. However, in the presence of noise where
each yi is flipped (independently) with probability ε, finding
s becomes much more difficult. We refer to the problem of
learning s in this case when the values {yi}q

i=1 are flipped as
the learning parity in noise (LPN) problem with the parameters
k, q and ε - LPNk,q,ε problem (Formal definition of the LPN
problem is out of the scope of this paper). Note that the
LPN problem is a particular problem of solving a system of
consistent overdefined linear equations corrupted with noise so
that each equation is correct with a given probability. Also note
that the LPN problem is equivalent to the problem of decoding
of a general linear block code and it is known that this problem
is NP-complete [1], and that relating security of an encryption
technique to the LPN problem has been employed for security
evaluation of certain stream ciphers (see [30] and [32], for
example).

Also, the above design takes into account prevention against
the following particular general attacks on stream ciphers: (i)
time-memory and time-memory-data trade-off based attacks
reported in [14] and [2], respectively, as well as its variants
(including one reported in [29]); (ii) fast-correlation attack
reported and considered in a large number of papers (see [11],
for example).

VI. CONCLUDING REMARKS

This paper delivers a number of messages relevant for
security evaluation and design of certain classical and quantum
stream ciphers and particularly it points out the following:
(i) The reported dedicated decimation based algebraic and
fast correlation attacks imply additional requirements for de-
sign of the Boolean functions employed in certain keystream
generators; (ii) If the availability of only a short sample for
cryptanalysis makes one-step decoding based fast correlation
attacks (which are powerful when enough long sample is avail-
able) unapplicable, the security evaluation regarding resistance
against fast correlation attacks should take into account the
iterative decoding based ones pointed out in this paper; (iii)
The reported Y-00 quantum stream ciphers suffer from security
vulnerabilities and do not employ cryptographic and quantum
features in an optimal manner; A novel approach based on
the wire-tap concept for design of quantum stream ciphers
is pointed out which provides the potential for achieving
the security determined by the employed key dimension; (iv)
Finally, a framework for design of randomized stream ciphers
employing dedicated homophonic and error-correction coding
is pointed out.
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convergence of iterative probabilistic decoding with Belief Propagation
in cryptographic applications”, AAECC13, Lecture Notes in Computer
Science, vol. 1719, pp. 282-293, 1999.

[10] M.P.C. Fossorier, M.J. Mihaljević and H. Imai, “A Unified Analysis for
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[22] M.J. Mihaljević, M.P.C. Fossorier and H. Imai, “Fast Correlation Attack
Algorithm with List Decoding and an Application”, FSE2001, Lecture
Notes in Computer Science, vol. 2355, pp. 196-210, 2002.
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